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Instructions. Setup of Teamviewer VPN. JesperMP
General instruction.

1 Description

Teamviewer is a software solution for remotely observing or controlling PCs. It is typically used for
remote support from a suppliers home office to a customers remote location.

By using the additional VPN functionality with Teamviewer, it is possible to reach out to further
connected devices at the customers location. For example PLCs and operator panels.

This guide describes how to program a Siemens S7 CPU remotely via Teamviewer VPN.
Below is a general description of the setup:

Programming PC (hereafter known as the “PG”) at the location of the person that must access the PLC
site remotely.
The PG is connected to the internet, typically via the company office-LAN.

PC on the remote site (hereafter know as the “remote PC”). The PC may be used for purposes related
to the machine or process in connection with the PLC. For example the PC can be used for HMI
software, or for database connection to the PLC. The HMI and/or database connection can continue to
operate even during the remote access to the PLC via VPN.

There will be two Ethernet network cards in the remote PC.

The remote PC is connected to the machine or process LAN, via the first Ethernet card, with a fixed IP
address.

The remote PC is connected to the internet, via the second network card, typically connected to the
company office-LAN

The PLC on the remote site (hereafter known as the “remote PLC”) is connected to the machine or
process LAN.

Home location Remote location

——TETL ———— I -

PG Remote PC Remote PLC

STEF7
Teamviewer Teamviewer

PN
NIC nic2 || wict port
Office LAN WIWW Office LAN Machine LAN

Notice that this document does not describe the general installation or use of Teamviewer for remote
monitoring or control of the remote PC.

Notice that some of the screenshots in the document shows programs with a red title bar. This does not
indicate an error, but is setup this way by the IT department of the company.
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2 Initial setup.

2.1 Setup of remote PLC

The remote PLC must be assigned addresses for IP, Subnet and Gateway that matches the strategy for IP
addresses on all devices connected to the machine/process LAN.
For example:

Remote PLC IP: 192.168.1.131

Remote PLC Subnet: 255.255.255.0

Remote PLC Gateway (aka “Router” in STEP7): 192.168.1.132
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2.2 Setup of remote PC

On the remote PC, the Ethernet adapter on the machine/process LAN must be assigned matching
addresses for IP and Subnet:
For example:

Remote PC 1% adapter IP: 192.168.1.132

Remote PC 1% adapter Subnet: 255.255.255.0

Remote PC 1% adapter Gateway (aka “Router” in STEP7): (none, not required for this purpose).

On the remote PC, the second Ethernet adapter must have internet access. Typically it is connected to the
customers LAN.
For example:

Remote PC 2™ adapter IP: Specified via DHCP

Remote PC 2™ adapter Subnet: Specified via DHCP

Remote PC 2™ adapter Gateway: Specified via DHCP

On the remote PC, Teamviewer must be installed, and the Teamviwer VPN driver must be installed.

To install the Teamviewer VPN driver, start Teamviewer and go to the menu items

Extras ... Options ... Advanced.

Use the button Show advanced options, and go to Advanced network options ... Install VPN driver.

On the remote PC, the registry has to be modified.

Start the registry editor for example by Regedt32, and browse to
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters
Set the parameter IPEnableRouter to “1”.

& Registry Editor

File Edit Wiew Favorites Help

(3 Tapisry Al name Type T A
=0 T [B¥]EnablelcMPRediect REG_DWORD 0x00000001 (1)

= Elnum EnableSecurityFiIters REG_DWORD 000000000 {0}

) Linkage ForwardBroadcasts REG_DWORD 000000000 {0}

= E—lar a};ndzt;tr:rs EB]Hostriame REG_SZ DIDKHERDT409RD
(1 DNSRegisteredndapters E!EIF'Er"at'l'E’F’-':"JtE" REG_DWORD 0x00000001 (1)
[ Interfaces E€)keepaliveTime REG_DWORD 0x00007530 (30000) .
[Z1 PersistentRoutes 2 (la—mNﬁmEqﬁ"Vﬁr RFG 57 R

[ Y T

My Computer\HKEY_LOCAL_MACHINENSYSTEMY CurrentControlSet\Services\Tcpip\Parameters

When done reboot the PC.
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Open a command prompt, and type ipconfig /all

e CrAWINDOW Shsystemn 32cmd. exe

C:~>ipconfig ~all
Windows IP Configuration

Host Mame . . . . .
Primary Dnz Suffix
Mode Tuvne
IP Routing Enahled.
WiNs Froxy EBEnabled. .
DMS Suffix Search List

Ethernet adapter Local Area Connection 2:

Connection—specific DHS Suffix
Descrdiption - . . - - . . - - .
dapter C(reuv_C)
Phyzical Address
Dhcp Enabled. .
IP Address. . .
Subnet Mask . .
Default Gateway

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
Description - - - . . . . . .
Phyzical Address. . . . .

Dhcp Enabled. . . . . . .
Autoconfiguration Enahled
IP Addres=s. - - . . - - .
Subnet Mask . .

Default Gateway

DHCP Server . .

DHE Servers . .

Primary WINS Server .
Secondary WINS Server
Leaze Obtained. . . .
Leaze Expires . . . .

Ethernet adapter Teamliewer

Suffix

Connection—=specific
Description . . . .
Physical Address.
Dhcp Enabled. . .
Antnconficuratinn
IP Addres=s. . . .
SUNNET MaskK - -
Default Gateway
DHCP Server . .
Leaze Obtained.
Leaze Expires .

L T T T T T = P T T

Huhpyid
Yes
Mo

eu.itg_com
na.itg.com
itg.com

D-Link DFE-538TX PCI Fast Ethernet A

BA—1B-11-16-32-E7
Ho

122.168.1.133

205 .255.255.8

|
Broadcom HetHtreme Gigabit Ethernet

B8—1E-BB-A7-86—88

Yes

Yes

18.1.1.2

255.255.8.8

18.1.3.249

18.1.8.138

i8.1.68.138

18.16.1.95

i8.1.68.138

18.16.1.94

5. december 28012 11:25:54
12. december 28012 11:25:54

Teamliewer UPH Adapter
BA-FF—-7B-F2-14-8F

Yes

Yes=

7.2687.172.248

Zo0.d.a.@

I

5. december 28012 11:26:44
L. december 2013 11:26:44

Check that IP routing is enabled.

Check that the Teamviewer VPN driver is running, and an IP address is assigned.
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2.3 Setup of PG

The PG must have internet access. Typically it is connected to the company LAN.

On the PG, Teamviewer must be installed, and the Teamviwer VPN driver must be installed.

To install the Teamviewer VPN driver, start Teamviewer and go to the menu items

Extras ... Options ... Advanced.

Use the button Show advanced options, and go to Advanced network options ... Install VPN driver.
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3 Connecting and use with STEP?7.

3.1 Connecting Teamviewer VPN.

Start Teamviewer on the remote PC.

Start Teamviewer on the PG.
On the PG, in the Teamviewer start window, select the connection type VPN, and specify the Partner ID
(typically informed by phone by a person on the remote site), then use the button Connect to partner.

A password prompt will appear. Specify the password from the Teamviewer start window on the remote PC,
(typically informed by phone by a person on the remote site).

& VPN - TeamViewer B = B |

With VPN you can connect your partner via hisfher IP. This gives you the chance to access
your partner with all programs instead of just TeamViewer.

For more infarmation on YPN wisit http: /fwww, teamviewer. com

Active VPN connection:  \DIDKHERCT40SRD (353 glsj Close connection

I~ Status

VPN is running

Your IP: | 7.207.179.74

IF of Partner:

Traffic: | 439kB [ 337 kB

—Actions

There are two possibilities of using VPN, One passible use is that you can access
your partner via the windows explarer like any other PC in your LAN.
The test ping is for testing the speed and stability of the connection

Share files via Explorer Test ping |

Minimize I

The VPN connection will now be established. A window appears on the PG with information about the
connection.
Make a note of the IP of Partner.
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Add a route to the PLC on the PG:
Open a command prompt on the PG, and type
route add <IP of remote PLC> mask 255.255.255.255 <IP of Teamviewer VPN on remote PC> metric 1

for example:
route add 192.168.1.132 mask 255.255.255.255 7.207.172.240 metric 1 <ENTER>

[z, Administrator: C:\Windows\system32\cmd.exe

Cisroute add 192.168.1.132 mask 255.255.255.255 7.207.172.248 metric 1
OK?

LR

Notice: The above route gives access to only the PLC by its specific IP address.
To give access to several devices that have the same subnet, add the route like this:

route add <base IP of remote devices> mask 255.255.255.0 <IP of Teamviewer VPN on remote PC>
metric 1

for example:
route add 192.168.1.0 mask 255.255.255.0 7.207.172.240 metric 1 <ENTER>

This gives access to all the devices 192.168.1.1 ... 192.168.1.255 on the remote network.
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3.2 Connecting STEP7

On the PG, start STEP?7.
Go to the menu items Options ... Set PG/PC Interface.
Set the access point STONLINE to Teamviewer VPN Adapter TCPIP.

Access Path | LLDP / DCP |

Access Point of the Application:

setpo/pCinterace |

IS?OHE.E.";'E (STEF 7). == TeamViewer VPN Adapter TCPIF. j

{Standard fir STEP 7)

Interfface Parameter Assignment Lsed:

|Team\Viewer VPN Adapter TCPIP.1 <Activ Propeties |

B TAP-Win32 Adapter V9. TCPIP.1 </ | Diagnostics... |

B TAP-Win32 Adapter V. TCPIP Auto

B TeamViewer VPN Adapter 1501 | oyl |

L el B

< I b

(Parameter assignment of your MDIS-CP

withTCP/IP protocol (RFC-1006))

Interfaces

[ Add/Remove: Select... |

Corcel_| el
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Load the STEP7 project with the PLC that has to be reached.

Test that there is a connection to the remote PLC.
In Simatic Manager, select the CPU, and type CTRL-D.

If OK, the online CPU properties will appear. It will be possible to access for example the diagnostics buffer

of the CPU on the remote site.

P o information - cou 5172 o I ]

Path: Itest_E-'I?\SII"-"IATIC J00(INCPU 317-2 PN/DI - Operating mode of the CPU: <> RUN

Status: #24 Emor Mot a force job
Peformance Data I Communication I Stacks I |dentification
General Diagnostic Buffer | Memory I Scan Cycle Time I Time System
Events: [ Filter settings achive [ Time ineluding CRU ozl bne difference

CCESS Smor,

: M S04/ A0
2 11:03:32. 420 PFM 01/04/1954 140 access emor,
3 11:03:32.419 PM 010415954 110 access emor, reading
4 11:03:32. 415 PM 010415934 1/0 access emor, reading
5 11:03:32. 415 PM 01/04/15954 |10 access emor, writing
& 11:03:32. 415 PM 010415934 110 access emor, reading
i, 11:03:32 415 PM 01/04/1554 140 access emor, reading
3 11:03:32419 P 0170415934 140 access emor, reading LI

Detailz on Event: 1af 10 Event ID: 164 25943

|40 access emor, writing

F area, double-word access, Access address: 256
Reguested OB: /0 access emor OB (OB122)
Priority class; 1

Bxtemal emor, Incoming event

Save Az | Settings... | [Hpen Blozk: Help on Event |

Close Update |  Pint. | Help

It is now possible to monitor and program the remote PLC.

(end of document).
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